HIPAA Security: You Can Run, But You Can't Hide

Self Study Course

2004-2005

Dear Colleague,

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) has put many medical practices in a panic as they struggle to comply with provisions of this new law. 

HIPAA is designed to save health care dollars by encouraging electronic transactions for claim filing and sharing of health care information, and it implements safeguards to protect the security and confidentiality of that data.

Physician practices must contend with three components of HIPAA compliance: Privacy Standards, Transaction Standards, and Security Standards. We hope that your medical practice has successfully implemented the requirements set forth by Privacy and Transaction Standards. The following course is designed to help you understand what is required under the Security Standards.

Although the Security Standards do not mandate compliance until April 5, 2005, the technical nature of this component makes it necessary that you begin planning now. The Security Standards deal with the technical and physical safeguards required to protect electronic patient information. Since many of us in the medical profession are "technologically challenged," on the whole we are easy prey for unscrupulous consultants who may try to convince us large amounts of money must be spent to prepare for HIPAA. This course, paired with TMA/TMLT seminars and Web sites, along with publications such as Texas Medicine, TMA Action, and the TMLT Reporter, is designed to help protect you against misinformation and to understand your obligations under HIPAA. 

As a service to TMA members and TMLT policy-holders, physicians who complete this course, complete the HIPAA Action Plan, and return the enclosed evaluation may receive AMA PRA Category 1 credit. The course also has been designated for credit in the area of ethics and professional responsibility. Texas Medical Liability Trust policy-holders will receive an additional benefit-a reduction on their professional liability premiums. TMLT offers a 3-percent discount (not to exceed $1,000) for completion of an approved risk management course. 

Sincerely yours,

Charles W. Bailey, Jr., MD
President, Texas Medical Association

Howard Marcus, MD
Chair, Board of Governors,
Texas Medical Liability Trust

Instructions
· Read the articles in conjunction with the Action Plan. The Action Plan details policies, procedures, and tasks that you must implement for your practice to be HIPAA-compliant. Make certain to assign a due date and an individual(s) to be responsible for completion of each activity. It is recommended that your appointed HIPAA privacy officer participate in the development of your Action Plan. 

· Complete the self-assessment test. It is helpful to keep your self-assessment questions available during your course of study. 

· Upon completion, return the completed Action Plan and CME evaluation form (PDF) to TMA Bookstore, 401 W. 15th St., Austin, TX 78701-1680, or fax to (512) 370-1635. Please include your $25 CME processing fee. Make checks payable to Texas Medical Association. 

· A certificate of completion will be mailed to you within two weeks. If you are insured by Texas Medical Liability Trust, TMA will forward a copy of your certificate directly to TMLT as a request for the premium discount. 

· Direct questions regarding this program to Leila Gonzalez, TMA Office of Conference Management, (800) 880-1300, ext. 1419, or (512) 370 1419, or leila.gonzalez@texmed.org. 

Study Schedule
	Task
	Study Time

	Read Study Course
	2.5 hours

	Review Action Plan
	30 minutes

	Complete Self-Assessment
	25 minutes

	Complete Evaluation
	5 minutes

	Total Study Time
	3.5 hours


CME Accreditation
The Texas Medical Association is accredited by the Accreditation Council for Continuing Medical Education (ACCME) to sponsor continuing medical education for physicians.

The Texas Medical Association designates this educational activity for a maximum of 3.5 hours in Category 1 credit toward the AMA Physician’s Recognition Award. Each physician should claim only those hours of credit that he or she actually spent in the educational activity. 

The Texas Medical Association designates this activity for 3.5 hours in ethics and/or professional responsibility education. This credit is available for the period of Jan. 1, 2004 to April 30, 2005. 

Educational Methods
To participate in this continuing medical education activity, physicians must read the article and complete the self-assessment test questions, Action Plan, and CME evaluation form.

Learning Objectives
Upon completion of this program, participants should be able to:

· Understand the importance of HIPAA Security Standards and be able to prepare for implementation deadlines; 

· Comprehend the value of digital signatures and other software tools to protect patient information from computer viruses, hackers, eavesdroppers, and disasters; 

· Implement the practical steps for maintaining security of all electronic individual health information; and 

· Develop an implementation schedule (Action Plan) for HIPAA security policies and procedures in the office. 

Target Audience
This short course targets physicians who need to handle the looming HIPAA security deadlines. It is also useful for other health care providers and administrators such as office managers. This course assumes that you are a beginning- to intermediate-level computer user. The field of information security is difficult and takes time to master; however, this course provides a gentle introduction to protecting your patients’ electronic records and transactions.
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By Sarah Fontenot, JD
Speaker, HIPAA Privacy and Security Seminars
Since the release of the first Privacy Rule in December 2000, TMA has helped member physicians wade through the details of the Health Insurance Portability and Accountability Act of 1996 (HIPAA). TMA’s aim is to reduce your confusion about the requirements, help you meet the mandatory components of HIPAA and make informed decisions about optional HIPAA advancements, and protect you from sales tactics based on false or misleading information. This home study course explains the HIPAA Security Rule and provides guidance on what you must do to comply by April 2005.

This course is one of multiple teaching tools and support services that TMA offers to help you meet HIPAA standards, including a HIPAA-compliant office policy and procedure manual, articles and information on the TMA Web site, hands-on help through TMA Physician Services, and a home-study course on the Privacy Rule. (See “Take the Bull By the Horns,” Texas Medicine Vol. 98, No. 9, September 2002.)

It probably is safe to say that few TMA members have grasped all the intricacies of HIPAA. No sooner did you digest the Privacy Rule, then along came the Oct. 16, 2003, deadline for Transaction and Code Set Standards, and now the Security Rule deadline is looming. Are these yet more federal programs? Are they even related to the Privacy Rule? When will HIPAA stop?

The Transaction and Code Set Standards and the Security Rule actually are continuations of the Privacy Rule, not new endeavors. The federal government intends for the net result of all three waves of HIPAA, once fully implemented, to be:

· Faster, higher quality health care; 

· Reduced administrative costs for physicians and other providers; 

· More control for patients over their health information; 

· Boundaries on the use and release of health records nationwide; and 

· Safeguards and penalties to protect the privacy of health information. 

If the U.S. health care system is going to go “paperless,” as this and previous administrations espouse, it must be secure enough to guarantee the integrity and protection of health information transmitted electronically between providers for treatment purposes, and between providers and payers as claims are submitted and reimbursed.  

The first wave of HIPAA — the Privacy Rule — established the rights of patients in regard to their health information; defined what information was private; and specified what entities can have access to private health information, including when and under what circumstances. The second wave — the Transaction and Code Set Standards — still is in the process of establishing a standardized electronic language so entities across the health care industry can understand and use all of the health information created, transmitted, and received. The third wave of HIPAA — the Security Rule — sets standards for how the system can protect electronic personal health information, that is, how you can keep personal health information secure in a paperless world.

In answer to those who wonder when all of this will be “over”: It is clear the U.S. government intends to bring health care into an electronic world. This industry will not be the first to adjust to a world of standardized electronic transactions; the banking industry has fund transfers and ATM transactions, commercial settings use UPC codes, and the travel industry offers online reservations and electronic ticketing, to name a few.  No doubt physicians, too, ultimately will benefit from and embrace a secure, paperless health care system. Regardless, we all agree that the transition is arduous. This home study course is in keeping with TMA’s commitment to bring clear and accurate information to member physicians to ease your transition into health care under HIPAA. 

Introduction



Congress passed the Health Insurance Portability and Accountability Act of 1996 (HIPAA) to improve the quality and safety of federal and private health programs and the effectiveness and efficiency of the health care industry in general. Two of the major goals of HIPAA are to protect individual patients from loss of privacy and to protect their electronic medical data from theft or abuse. Thus, the two main parts of HIPAA are privacy and security. 

TMA published a CME course covering the HIPAA Privacy Rule in the September 2002 issue of Texas Medicine. To complete the picture, we have written the current course to cover the Security Rule. This course is based on the final rule adopting HIPAA standards for the security of electronic health information, published in the Feb. 20, 2003, issue of the Federal Register.
The final HIPAA Security Rule proposes standards for the security of electronic individual health information for use by covered entities. As a physician, you must use these standards to develop policies and procedures that will maintain the security of your patients’ electronic individual health information. (Note: The final rule does not outline a specific electronic signature standard as originally proposed; this is forthcoming in a separate regulation. This course includes discussion of electronic signatures, however, as it is important to start integrating them into your security policy.)

One of the important parts of HIPAA is the designation of a security officer. In a large organization, this job likely will fall on either the computer network administrator or a physician who happens to be skilled with information systems. In a smaller organization such as a solo or small group practice, this job likely will fall on a physician or office manager, neither of whom may be very experienced with computers. Unfortunately, HIPAA mandates fines of up to $250,000 and imprisonment for up to 10 years for severe violations. Thus, choosing and educating a competent security officer is vital.

Fortunately, HIPAA is designed to be scalable. For a one-physician office practice, the HIPAA Security Standards may require no more than proper use of security software and a couple of pages detailing where you keep the backup computer discs. Large entities such as hospitals and physician provider networks, however, may need reams of written policies, complex security software, and regular outside audits by third-party consultants. 

Provisions of the Final Security Rule and Deadlines
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Provisions of the Final Security Rule
The HIPAA Security Standards apply to (1) health plans, (2) health care clearinghouses, and (3) health care providers that transmit any health information in electronic form in connection with health care transactions. The Security Standards cover any health information pertaining to an individual that is electronically maintained or transmitted, i.e., what the final rule terms “electronic protected health information.” 

HIPAA establishes penalties for a knowing misuse of unique health identifiers and individually identifiable health information, including:

· A fine of not more than $50,000 and/or imprisonment of not more than one year; 

· If misuse is “under false pretenses,” a fine of not more than $100,000 and/or imprisonment of not more than five years; and 

· If misuse is with intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain, or malicious harm, a fine of not more than $250,000 and/or imprisonment of not more than 10 years. 

These penalties do not affect penalties that other federal programs may impose. The sentence for a HIPAA violation varies depending on the violator’s intent.

Fortunately, the HIPAA rule does not force any specific software products or policies on individual health care entities. Thus, if you learn to follow information security best practices, you probably will have an easier time with HIPAA. However, it still is important to understand the vagaries of the rules, which are fairly detailed, to keep potential inspectors happy. 

Deadlines 
The following selected deadlines apply to the HIPAA Security Standards:

· April 21, 2005 — all covered entities except small health plans 

· April 21, 2006 — small health plans 

Administrative Policies
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Proper implementation of the Security Standards requires a formal and procedural approach. Part of your security program is to determine how you will manage the many security issues facing your practice. Begin by creating a series of comprehensive policies that address various facets of security in your practice. Then develop guidelines, standards, and procedures outlined by each policy. This method not only provides future policy implementers with a blueprint for their standards and guidelines but also helps your practice administrator develop explicit instructions to meet the practice’s security goals. In addition, a properly documented policy can become a point of reference in case a violation occurs that results in a dismissal or other penalty.

Policies, guidelines, standards, and procedures each serve a different purpose and meet a different goal. Following is an explanation of what each term means.

A policy is an upper-level command as to what should or should not occur. It is not a specific step-by-step outline that someone can follow to complete a task. Instead, the policy operates as a control or command that staff will implement as they see fit. For example, an Internet use policy may declare that the practice logs all Web surfing traffic. The policy does not address how to do this or to what extent; the specifics are up to the staff responsible for the hardware and software that will perform the logging.

	A policy is not a step-by-step guideline. It is an upper-level command.


A guideline is an intermediary step that acts as a suggestion. Guidelines often are not rules but rather strong hints that users should follow. For example, a guideline can provide a template for new policies. While following such a guideline is not required, if all policies are created using the principles the guideline provides, employees would be able more easily to learn the general format of a policy and locate the desired information. On the other hand, not following the guideline to create a new policy would not break a rule or require punishment.

	Guidelines typically are suggestions. They usually are not explicit commands.


A standard is a mechanism or process used to implement a policy. For example, if an Internet use policy blocks access to pornography across the entire organization, it would be possible to set up a computer server to detect violations of this policy. A network administrator would have to configure a rule to “block pornography” at each office or point where users can access the Internet. Note that a standard is not a step-by-step instruction set but a standard solution to a policy.

	Standards are defined methods to implement a policy. 


A procedure is a step-by-step description of how to perform an action. This typically is a lower-level, detailed instruction set that a technician creates to perform a specific function. Using our previous policy example, the technician would establish a procedure to install a program that monitors and detects pornographic Web traffic. Another procedure would be created to manage and review the logs from this program.

	Procedures are the step-by-step instructions to meet a defined goal.


From this short description, you can see that each of these terms has its own specific importance. First comes a policy that determines what is allowed, then a standard or guideline for implementing the policy, followed by explicit procedures to enact the predetermined solutions. 

The following is an outline of the major security items that your practice should address it its policies. This alphabetical list is not comprehensive and will vary depending upon your specific practice needs.
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	Certification
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	Chain of trust partner agreement
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	Contingency plan
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	Secure records processing 
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	Information access control
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	Internal audit
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	Personnel security

	[image: image8.png]



	Security configuration management
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	Security incident response
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	Security management process
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	Termination procedures
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	Training


By addressing each security item completely, in a formally documented manner, you can take an active role in maintaining a secure operating environment in your practice. The following pages will explain each of the listed security items in more detail.

Certification 
Certification means verifying secure data transmission, storage, backup, access controls, and all the other policies and procedures you must have in place to protect a patient’s privacy; it is the best method by which any organization can ensure that its computer systems are operating under adequate security protocols. In addition, you must document the certification procedure itself to ensure that, in the future, an independent party can verify its validity. 

Note that the HIPAA final rule renamed the formal term “certification” as the more general term “evaluation.” However, in real life, when you use the term “evaluation,” most vendors won’t know what you are talking about. Thus, for practical purposes your security policy still should incorporate the term “certification.”

	Certifications help demonstrate accountability and can serve as security reference guides. In addition, they can form an outline of the policies, guidelines, and standards used to secure a network.


Certifications can provide:

· Accountability. Certification provides tangible proof that a computer system is secure. In the event of a computer system compromise, the certification can become a document of accountability to prove that you made efforts to avoid a breach of security. 

· An outline. The certification requirements will provide you with an outline of policies, guidelines, and standards that you can use to protect a computer system. 

· A point of reference. In the case of an audit, the certification also can provide a point-by-point description as to what was secured, how it was secured, and why it was secured. 

Without proper certification, your practice has no way to provide evidence that its computer systems are operating at a proper standard of security. However, be sure to research the validity of any certification before placing faith in it. While third-party audits and certifications generally are the most valuable, no standard exists by which to judge the certification itself. 

Chain of Trust Partner Agreement
The final HIPPA rule revised the term “chain of trust” to a more specific term, “business associate contracts and other arrangements,” to redefine who must enter into a contract under the rule. However, for practical purposes you still will use the term “chain of trust” when dealing with real-world policy development. 

If your practice shares patient data with a third party, you must establish a certain level of trust with this party to ensure it will maintain data integrity and confidentiality. Your agreement with this party must take the form of a formal, approved contract that clearly outlines each entity’s responsibilities. If the data must pass through multiple parties before reaching its intended recipient, each must establish a trust agreement with your practice, which, as the parent party, ultimately is responsible for the data. Entering into chain of trust agreements ensures that security is maintained despite the data’s location. Without such agreements, one organization’s lower level of security could compromise another organization’s high level of data integrity and confidentiality. 

For example, if you are sending a patient’s medical record to a specialist, you should not merely compress the files and e-mail them via your home Internet service provider. While you may have a formal agreement with the receiving party, standard e-mail is not secure. Instead, you should learn how to use encryption and even digital signatures (discussed below). 

	Standard e-mail accounts and Web-based e-mail providers, such as Hotmail or Yahoo, are NOT secure because there is no written chain of trust partner agreement between the e-mail provider and your medical organization.


Because of the way e-mail works, when you e-mail your patient’s personal medical record, it will bounce through up to 10 or 20 “hops” along the Internet until it reaches its destination. At any one of these hops, an unauthorized person can read or steal your patient’s record because e-mail is broadcast in clear text (which means anyone along the way can read it easily). Even when you use Hotmail (an online e-mail provider), you still are storing your patient’s records on a third-party server with whom you have no written HIPAA contract. By using e-mail without safeguards, you not only violate the chain of trust but also smear copies of your patient’s record across the Internet.

Contingency Plan
Every computer system must have a documented and audited backup and full recovery plan in case of an emergency. The initial step in developing the plan is to assess applications and data to determine what is critical to daily operations. The plan must include an emergency operating procedure to use until systems can be placed back online and testing procedures to ensure a system can be restored fully from backups.

Without this plan in place, your practice can and will fall prey to a number of debilitating situations. Natural disasters, power outages, computer viruses, or even a simple program crash could shut down permanently any organization that is not prepared. 

The plan also must address how your practice handles backup media, as doing so in an insecure manner could give an unauthorized person complete access to your computer system’s files. You must store all backups in a secure location, and it should be off-site; otherwise, a fire could wipe you out completely. Typical backup storage locations are on a remote server, in a bank deposit box, or at a remote building under your control.

	You should not store backup media near the primary data. This could lead to a total loss of data if a major disaster occurs, such as a fire or terrorist attack. 


Secure Records Processing 
To keep a patient’s record confidential and secure, a formal and documented policy must govern the handling and processing of patient records in your practice. You should set up procedures for the creation, receipt, handling, storage, destruction, and transmission of records to reduce the chances that they become lost or inadvertently disclosed. Without processing standards in place, for example, records could be left in compromised locations or computer screens could end up within line of sight of patients. Both of these situations could lead to problems if an unauthorized individual inadvertently viewed a patient’s record.  

Information Access Control
Security in any computer system requires formal policies and procedures for granting and controlling access to available resources. Your practice should develop specific criteria for granting defined levels of access to all users and adopt the required mechanisms to maintain access control. 

Before you grant a user access to your practice’s computer system, you must determine his or her level of access based on job role and the information that person needs to get the job done. For example, a billing department employee will need access to a patient’s financial information as well as scheduling information to determine when the next office visit is due. On the other hand, a receptionist might need access only to the scheduling system; if the receptionist in your practice has no reason see the financial or personal medical data of patients, you should establish a method to restrict his or her access to that data.

Note that in the HIPAA final rule, the term “access control” was removed as being too narrow. Nevertheless, access controls will form the basis of your HIPAA security plan, so it is important that you understand them.

Internal Audit
Auditing also is an important part of any secure system. Through the regular review of system logs, procedures, and incidents, you can learn about security risks and even potential system compromises. Therefore, your practice must have an internal auditing policy with guidelines and standards to regulate auditing tools and procedures. Note that in the HIPAA final rule, “audits” have been renamed “information system activity reviews.” However, it is more practical to stick with the industry standard term, “audit,” when developing your policies.

You must perform two main types of audits: 

· Reactive audits can detect events that already have occurred, such as failed login attempts. By performing internal audits on log files, an administrator can determine if a system has been compromised, and in the case of a successful attack, use the audit to determine how the attacker gained access to the system. 

· Proactive audits are valuable to prevent possible problems. For example, a proactive password audit can quickly uncover weak passwords or poor password creation policies. By using the same tools and techniques an attacker would use, an administrator can detect and then close off weak spots in the computer system. A little preventive maintenance in the form of an audit can help reduce the risk of a successful attack. 

	Audits can be both reactive and proactive. The former is useful when an incident already has occurred; the latter will allow an administrator to correct a potential problem before it becomes an incident. Each has its place, and both are equally important.


Personnel Security
All personnel who deal directly with confidential health information must have an appropriate security clearance to help prevent unauthorized, inadvertent access to sensitive data. 

To properly manage personnel security, you should create set of written procedures that outline how your practice grants and controls system access and how it trains employees in personnel security. In addition, you must diligently maintain a record of who has access to information and how much access each person has. For example, you either should assign maintenance personnel to an appropriate level of security, based on a set of prequalifying criteria, or arrange for someone with the proper clearance to chaperone them when they need access to a secure area, such as a patient file room.

Security Configuration Management
Every computer system requires a documented method for maintaining a secure configuration. Your practice should adopt procedures for installing new hardware and software, upgrading existing hardware and software, controlling inventory, and testing security. An employee not adhering to such procedures could install a third-party program (such as a computer virus) that might allow an attacker access to the computer system. 

Security Incident Response
In the event that a computer system is compromised, you should have a documented plan in place that outlines your immediate response. The plan should include procedures for reporting, monitoring, or, if necessary, isolating the compromised system. Without a formal response plan, an employee inadvertently could warn a computer hacker that the hacker has been detected. Unfortunately, once hackers know they have been detected, they often will delete the files on the compromised computer to cover their tracks. In doing this a hacker might not only remove evidence of intrusion but also destroy your computer system. 

	An employee who suspects his or her account has been hacked or the computer system compromised should STOP working and discreetly alert the appropriate personnel. Attackers usually monitor a compromised system for indication that they were detected. If the attack is from within the organization, even a suspicious physical action by the targeted user (e.g., a shout or warning yell) could be enough to tip off an attacker. You must train all employees how to respond to a security incident.


Security Management Process
Due to the complex nature of controlling a computer system, your practice should have an explicit security management process that outlines the steps required to create, implement, and enforce all security policies. Without a management process, it is highly likely that any security measures put in place will degrade over time. Issues such as patches, risk assessments, personnel security, and more are dynamic. You will need to update the policies by which your practice manages each of these issues to reflect personnel, corporate, legal, hardware, or software changes that impact the effectiveness of your security.

Termination Procedures
Personnel changes create a gaping security hole in many computer systems. When an employee is hired and assigned a security level, he or she receives access to numerous systems and programs. Your practice might provide the new employee everything from security access cards to voice mail passwords. However, if you do not remove each of these items when the employee leaves, he or she, as an ex-employee, could get back into the system to cause harm. This type of retaliation occurs regularly, and it often results in an embarrassing situation for the compromised organization. For this reason, each time an employee is dismissed, you should follow a formal, documented procedure that also covers the actual dismissal actions. Even if an employee is to leave voluntarily, it may be in the best interest of the practice to monitor all outgoing e-mail or to restrict the user to a tightly controlled environment to limit theft or digital vandalism. 

Testing
Before you put a policy into effect, you should test the standards and procedures of its implementation to ensure that they work and do not inadvertently disable or violate another policy. In addition, you should periodically test existing security measures to be certain they remain effective, especially in the event of a system change. Your practice should create a documented policy to ensure that proper system testing occurs. 

For example, if you decide to update an Internet use policy to state that all peer-to-peer sharing programs will be disabled, the person in charge of the Web monitoring software would have to define a rule, then implement and test it using a step-by-step procedure. The testing process should include audits, both internal and external, to ensure the new policy does not create new security holes or have some other negative affect on your software. In the event of a policy change, you should inform your staff immediately; depending on the severity of the change, related procedures may need sequential updates. 

	Testing is an invaluable way to prevent serious and irreversible problems. Countless critical systems have been taken out of commission due to an improperly tested patch or procedure, even if it came directly from a vendor such as Microsoft.


Training
Training is the key to gaining employee support for any security process. Without training, employees will not understand the importance of security polices and often will ignore or bypass security measures meant to protect the computer system. You should provide training to all staff members, including all physicians, to ensure they are aware of the requirements and the consequences of not adhering to security policies. In addition to initial training, you should maintain a consistent policy of sending out reminders and warnings about current security trends or issues (e.g., computer viruses). 

Physical Safeguards
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The three main pillars upon which computer system security is built are confidentiality, integrity, and availability (CIA). By learning and applying these three fundamentals of information security, you can greatly reduce your risk.

· Confidentiality ensures that a patient’s data is not disclosed to an unauthorized person. For example, a loss of confidentially can occur when you transfer a patient’s record via an insecure line of communication, such as a Web-based e-mail provider or instant messaging program. Improperly configuring a file system to allow anyone to view a patient’s record also can breach confidentiality. 

· Integrity is a state of being pure or free from flaw or inconsistency. When applied to computer systems, integrity describes the state of data, including modifications to the data made by a process or person, whether authorized or not. You must be able to guarantee that your system has internal checks and balances that keep unauthorized people out and to monitor those who do not have access. 

· Availability is simply the state of being accessible by a person or process. An available system is one that users can access in a timely and efficient manner. Even if a system is up, it also must be able to handle the workload and provide the resources as defined by its purpose, including secondary services that ensure data recovery, integrity, and security in general. For example, if a system is up, but the auditing feature is offline due to a technical problem, then it is not fully available. In this case your security officer would not have available the tools and information needed to do the job. 

	CIA (confidentiality, integrity, and availability) are most valuable when applied as three equal parts across a system. As in a triangle, any one part missing or inadequately implemented adversely affects the entire security structure. 


The rest of this section is devoted to the key physical safeguards. It is important to recognize why these safeguards exist and to what part(s) of CIA they apply. Too often, safeguards that are put in place perform redundant or irrelevant checks. CIA serves as not only a guideline for your safeguards but also a reality check of their value. For example, while it is important to maintain a backup to ensure availability, you are defeating the purpose if you store backup tapes in the same general location as the primary computer system they are protecting. A fire would damage both the primary and backup data.

Assigned Security Responsibility
Implementing, testing, and maintaining physical safeguards is a complex job. If even one part of the security process is weak, the system is vulnerable. Regardless of the restrictive measures in place, one misplaced password can lead to a complete system compromise. Therefore, your security officer must be in charge of managing physical as well as software safeguards. Your officer will focus your practice’s security efforts and ultimately be responsible for any security breaches.

Media Controls
While much of your interaction with a computer is in the virtual world that the computer monitor projects, do not forget that the computer itself still has a physical presence. Computers (and even some copiers and fax machines) have hard drives and other forms of data storage. This means that a physical medium can come to have a value far greater than its original cost. In fact, on a typical $100 hard drive, it is feasible to find hundreds of thousands of dollars worth of data, when measured in terms of time and resources. Therefore, secure organizations must have safeguards installed to protect the media.

Access
First, your practice must control and monitor access to the physical media. Too often, organizations spend thousands of dollars on antivirus software and firewalls (programs or devices that create a security boundary between internal computer resources and external network users) but forget about the actual physical devices that hold the data. If a computer system is placed in an unoccupied room with no security measures in place (e.g., a lock or motion detector), what is to stop someone from simply walking into your building and walking out with a hard drive or a laptop? You must control physical access to help reduce this security risk. Locks, solid walls (i.e., no drop ceilings that someone can crawl through from an adjacent room), window bars, sensors, access cards, and more can help ensure data remains in its designated location. 

	Protecting physical media requires more than a lock on a door. You need to control alternate routes of access as well. Air vents, drop ceilings, windows, fire escapes, and more can provide a point of access to an intruder.


Accountability
The value of controls is hindered without proper accountability. For example, if 10 people have keys to a locked server room, but there is no form of monitoring who comes and goes, a theft becomes difficult to trace. Without accountability, you cannot place blame. Depending on the situation, access cards, human guards, or a simple padlock on computer media can help maintain accountability.

Backup
Data backup is also essential for any organization that wishes to remain in business after it suffers a hardware loss. Therefore, the backup media is just as valuable to your practice as the original media. In addition, losing your data to a competitor can be even more costly. Store backup media in a secure place such as a safety deposit box or in an offsite safe.

Disposal
The final issue regarding security of media involves its disposal. Organizations are constantly disposing of digital media because of upgrades, hardware failures, or changing needs. When a hard drive appears to go bad, they typically pulled it out of the host system and toss in the trash, failing to realize their trash can be very valuable to thieves. What if a file containing a patient’s medical history had been stored on the discarded hard drive? A malicious person could dig through your trash, replace the malfunctioned drive part, and gain access to your patient’s file. To control this, you should have a documented and formal disposal procedure that defines how to destroy or wipe clean digital media before it is trashed. The use of drills, hammers, and even fire is not uncommon to dispose of sensitive media. 

	Do not overlook the disposal of physical media as an aspect of computer security. It is very common to find sensitive data on discarded hard drives, CD-ROMs, or floppies. You must destroy physical media before it leaves the control of your practice.


Computer Access Controls
Physical access control is not the same as computer access control. You must take steps to prevent people from gaining physical access to sensitive information that should be available only to authorized personnel. For example, you should never allow a maintenance person inside a file storage area or computer server room without an authorized chaperone to prevent the person from accessing personal information. Maintenance personnel who are granted access to a sensitive area should not be exposed inadvertently to patient information. 

To help regulate access control, you should develop a mandatory sign-in system to track entrance to sensitive areas and assign accountability for sensitive material that leaves a monitored area. Staff members who need to remove a patient’s file from a secure area must understand and adhere to the guidelines for removal — such as honoring a nondisclosure agreement — and the consequences if they fail to meet the expected guidelines. 

Policy/Guideline on Workstation Usage
Every practice must define policies to regulate proper workstation (computer) usage. Your policies should outline logging on/off requirements and general rules to control how the workstation is used. For example, a workstation policy should restrict the use of Web browsers to view pornography and the use of peer-to-peer (file sharing) programs. This can help curb wasted productivity as well as reduce the chance of a liability due to inappropriate activity. 

Secure Workstation Location
Related to workstation use is the subject of workstation location. When a computer is in use, typically anyone directly behind or to the side of the monitor can view the screen. This is a problem if the monitor is in a public area where unauthorized personnel or clients inadvertently can see the screen. While direct viewing is the most serious issue, be aware that people can view screens by alternate methods, too. The use of mirrors, location of a monitor next to a window, or even the use of a video camera can create a compromised system. In fact, it is possible to use the reflection from a glass-framed picture hanging behind a computer monitor to read the screen from over two miles away. While this is an extreme circumstance, it demonstrates the thought that needs to go into proper computer placement in a sensitive environment. 

	Improper computer monitor placement is one of the most overlooked methods of breaching patient confidentiality. Pay attention to who can read the monitor directly as well as environmental issues such as the location of mirrors


Security Awareness Training
At the core of maintaining proper computer access control is user training. You should train all employees, agents, and contractors. All staff must understand security responsibilities and possible consequences of policy violation. 

Technical Security Services
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The core of maintaining a secure organization is controlling access to the system. Therefore, most of the services provided by a security system are found in access control and how the controls are implemented, maintained, monitored, and regulated. This section will define and describe the methods by which access controls can guard and main the integrity, confidentiality, and maintain availability of a system’s services and data. 

Access Control
Your practice must ensure that only authorized personnel have access to a patient’s sensitive and confidential data. To do this, you should have a system in place that grants and controls access on a need-to-know status. This next section will describe several types of access control.

Discretionary Access Control
Discretionary access control (DAC) is a subjective method, based on a decision that an individual user — typically not the manager — makes. For example, when a user creates a resource such as a file, he or she can define an access control list that regulates who can have access to the resource and how much access they can have (read, write, or delete). Therefore, DAC usually is granted based on a username/password combination that is linked to a set of permissions. Examples of this are a file to which everyone is granted read-only access, except the file’s owner, who has full read/write access. This type of system takes away the control from a central authority and leaves the assigning of permission to the resource’s creator. 

Mandatory Access Control (MAC)
Mandatory access control (MAC), on the other hand, is a standardized method of categorizing resources and users based on a predetermined set of criteria overseen by an authority figure, such as a system administrator. For example, military and government organizations have long used the levels of classified, confidential, top secret, and so on. This type of control usually is more secure than DAC but typically less convenient for end users, who rely on another party to identify their security clearance level. An example of MAC in a medical office is a four-level system in which scheduling is granted to all personnel with a level 4 and above clearance, financial data is granted to all with level 3 and above, normal medical information is available to level 2 and above, and sensitive medical data is available only to level 1 users.

	The owner of the information usually manages discretionary access control, while the owner of the computer system usually manages mandatory access control.


Content- and Role-Based Access Control
Content-based access control most often is seen in content filtering programs, such as child filters for the Internet. Using a predetermined list of words or another form of file content monitoring, a content-based access control will provide access to data based on the actual substance of that information. 

In contrast, role-based access control is designed around the user’s actual activities. This type of access control uses roles, or job responsibilities, to define who has access to a resource. If a staff member needs access to data to determine that day’s schedule, then he or she will be granted only enough access to perform that duty. This type of access control typically is used in database systems where each user is granted access to data via an application that meets a specific goal. A scheduling program will have access to a subset of data, while the finance program will have access to another subset.

User-Based Access Control
User-based control is founded on a user name/password combination that is compared to an access control list to determine what permission a user has with regard to a resource. User-based controls typically manage access to services, such as protected Web pages or file servers. For example, most e-mail servers require a username/password combination before you can access your e-mail. The username/password combination determines not only if you can retrieve your e-mail but also what e-mail is made available to you as the end user. 

Audit Controls
Part of ensuring data integrity is ascertaining that no one has tampered with the data. Auditing is one way to accomplish this. Using control mechanisms to trigger auditing actions, you can monitor a computer system for any suspicious activities. For example, an audit control could be configured to log any invalid password attempts. This would ensure that any hacker who attempts to guess a user’s password would be logged, giving the security officer warning that something abnormal was occurring. Using other such auditing mechanisms, an entire system can be configured to note anything out of the ordinary and respond accordingly. 

Authorization Controls
Authorization controls often are part of the larger access control system. These controls are responsible for ensuring that only an authenticated (authorized) user receives access to the requested resource. For example, a receptionist may be authenticated to the system with a correct user name and password but allowed access only to the scheduling system. This restriction is accomplished with authorization controls that are tied into role-based or user-based access control systems. With the username as a point of reference, a certain set of roles or resources are available for access. 

Data Authentication
Maintaining data integrity in part means being able to verify that information has not been tampered with or altered without proper authentication/authorization. One way to accomplish this is to assign a digital signature to a file when it is created. A signature is based on a reproducible mathematical process that uses the contents of the file; when someone requests that file, a new signature is created using the same process. If the contents of the file are the same each time, the signatures will match. A mismatch would require further investigation and could indicate a compromised file. 

Entity Authentication
Like the authorization controls described above, entity authentication is part of an access control system. This part of the system ensures the identity of the user by validating the user’s identification as compared to what the user can access. 

HIPAA guidelines offer several methods to ensure proper entity authentication. The first two are required; in addition, you must implement at least one additional measure, such as one of the following:

· Automatic log-off. A timed automatic log-off feature will prevent unauthorized access from a workstation that is left unattended. Time limits can vary but should be no more than 20 minutes of inactivity. (Required) 

· Unique user identification. All users must have a unique identification by which they are authenticated to the computer system. This ID provides accountability and a means for auditable authentication to system resources. With a unique ID, an administrator can tie a system activity to a particular user. This creates an environment where users learn to be responsible for their actions. (Required) 

	Automatic logoff and unique user identification are required entity authentication measures.  In addition, you must implement one additional measure of your choice.


· Biometric identification system. The human body contains several unique identifiers, such as fingerprints, that can meet ID requirement. The proper use of biometrics can be more secure than a username/password combination because it does not rely on memorization. This reduces the chance that a password will be forgotten or abused to gain unauthorized access to a system. (Optional) 

· Password system. This is the traditional method by which a user is authenticated to a computer system. It requires the user to enter a matching username/password combination that provides authorization to system resources. (Optional) 

· Personal identification number (PIN). The PIN is a very common method of providing a unique identifier. Typically, the PIN is a part of an identification system, which may consist of a card (e.g., credit card or smart card) used with a corresponding PIN. Together, these values permit a user access to a service. (Optional) 

· Telephone callback. Telephone callback systems are fading away with the advent of high-speed Internet connections. However, in the heyday of the dial-up modem, using a callback feature to validate a user was common practice. To use telephone callback, a user who wants access to a computer system commands the computer to call a remote access server, which allows the user to provide some form of identification. A proper ID then prompts the system to hang up the connection and make a return call to the user. The callback system’s security is based on the presumption that the preprogrammed phone number can exist only in one location and that the remote device is secure. (Optional) 

· Token system. A token system uses a physical device to authenticate a user to a system. For example, a user might swipe a smart card or insert it into a reader to authorize access to a service. Often, the token is used in conjunction with a PIN to create multilayered authentication. If the information corresponds, the user is granted access. (Optional) 

· When a user interacts with a system, he or she often portrays certain operating characteristics that can serve as identifiers. For example, the computer system may record the keystroke activity when a user types in identification information. The focus of this recording is on the time between key strokes. Due to different physical attributes, such as finger length and dexterity (in addition to a user’s familiarity with a keyboard), each user will have different behavioral actions that can help identify him or her to a system. All users have their own unique rhythm when they type; this rhythm may help the computer recognize their identity. (Optional) 

This short list is not comprehensive. Other methods of validation exist, and more will come in the future.  

Technical Security Mechanisms
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Often when organizations look at computer system security, they focus on the actual device performing the computing. How is the computer secured? How can a user be authenticated to a system? How do we control access to system resources? These questions all assume that data reside only on the physical computer system. 

Behind most computer systems, however, is a network of communication channels that move data from one device to another. Ironically, even though they pay great attention to keeping a computer secure, many organizations fail to secure the data in transit. This habit can not only violate a patient’s privacy if the wrong person captures and views this data, but also lead to a complete system compromise if an attacker captures sensitive identification information (i.e., a username/password combination). To control all access to data and reduce the risk of a potential security breach, it is important to incorporate security mechanisms to protect communications containing heath information. The following sections outline the components for secure networking.

Required Controls
HIPAA requires the following two controls as security mechanisms to secure network traffic. 

Integrity Controls
When one computer transmits data to another computer on a network without security controls, a very limited number of checks occur to ensure that the data sent are the same as the data received. So, if a computer sends a patient’s name and Social Security number across a network, how can the receiving computer ”know” that no one tampered with the information during transmission? An attacker could capture, alter, and then retransmit the data by numerous methods without anyone being the wiser. To prevent this, you must establish a form of integrity control. 

Integrity controls simply verify that the data sent are actually the data received, typically through a mathematical algorithm in which a numerical “fingerprint” (called a hash) is calculated based on unique characteristics of the original message. Once the message is transmitted and received, the receiving computer calculates a new hash value using the same mathematical process. A new hash value that matches the original hash value indicates that the message has remained intact. Calculating and comparing a “before” and “after” hash value on a message can prove that no one has tampered with the message in transit.

Message Authentication
Another method of ensuring that data are not tampered with en route is message authentication. Message authentication verifies that a message did indeed originate from the claimed location, that the file’s uniqueness was maintained, and that the file was not altered. Similar to integrity controls above, this is accomplished via a hashing algorithm that creates an alphanumeric value based on the content of the original message, merged with a unique identifier of the sender. Once the message is received, the hash value is recreated using the sender’s information. If the message is from the stated source, and it was not altered, the hash values will match. 

Optional Controls
You can use one of two techniques to implement security controls over network traffic. The following sections will describe these two techniques, which HIPAA deems optional. 

Network Access Control
As previously discussed, access controls regulate who has access to what data. Using a combination of authentication and identification measures in combination with physical security measures, your practice can regulate the type of access a user has to network traffic. For example, one of the key places to gain unauthorized access to network data is through a network’s wiring system. If the cables or wires of a network run along an exposed, insecure area, an attacker easily can gain access to network traffic by plugging a computer device directly into the wiring.

Another point of concern is the ability of an employee to turn his or her machine into an unauthorized listening device. By adjusting the way a computer communicates with the network, a disgruntled or mischievous employee can capture traffic passing between any two devices on the local network, enabling him or her to view everyone’s e-mails, chat messages, Web pages, documents, or any other form of data being transmitted on the network. To reduce this risk, your practice needs to monitor its network for indications that this type of listening is occurring. In addition, you should control each user’s workstation using a documented procedure. By implementing global policy controls over network computers, your practice can control how much access a user has on his or her machine. For example, it is possible to restrict all users except administrators from installing third-party software programs or accessing network settings. This would reduce the chance that someone could turn a computer into a listening device.

Data Encryption
If secure information needs to be transmitted over a network outside the control of the organization (e.g., the Internet), encryption is essential. Because there are no guaranteed controls on public networks, or even on a partner’s network, all data that are transferred must be encrypted. This is to prevent someone from being able to eavesdrop and capture data sent to or from your practice’s network. 

Consider, for example, public e-mail service providers. When a medical facility connects to an offsite e-mail server to send and receive its e-mail, that traffic generally is sent as plain text. Thus anyone with access to any one of the many public devices between the facility and the e-mail server can gain access to the information within the e-mails. This includes the actual e-mail content and documents, images, and other attachments. To prevent this gaping breach of security, you should send and receive e-mails using an encrypted connection.

Other possible areas of concern are online Web portals that provide sensitive medical information via the Internet (not to be confused with in-house Web portals set up within the local area network). Since it is easy to capture Web pages as they are downloaded from the Internet, any Web site that offers confidential information must use encryption. 

Chat or instant messaging programs, such as AIM, ICQ, or MSN, also are cause for concern. These programs generally send their traffic as plain text, making it easy for a hacker to collect and recreate entire conversations. Obviously, two medical staff members discussing confidential patient information across the Internet using a chat program is a serious security problem.

	Most chat programs offer little or no security and transmit the chat text in the clear with no encryption. This is potentially dangerous if used to discuss sensitive or confidential information because anyone with the ability to capture the chat text can easily read the contents.


Required Controls for Open Systems
If your organization uses network controls to protect data traveling on an open (insecure) system, then HIPAA says you must implement all of the following security mechanisms.

Alarms 
No organization is 100 percent impervious to attack. For a quick response to incursions, you need a way to warn administrators when an attack or intrusion is underway — an alarm. This kind of alarm often is not an audible bell or whistle but a simple entry in log files, e-mails, or in some cases, pages or text messages. Regardless of the type of alarm, they all serve one purpose: to alert administrators of suspicious activity. 

While alarms can be useful to draw attention to a specific activity, they easily can turn into a useless annoyance. This is much like the story of the boy who cried wolf. With an overly sensitive alarm system, administrators become so used to false alarms that they start to ignore all alarms. In this situation, alarms defeat themselves and become useless. 

Audit Trail
As your practice defines its access controls and implements authorization and authentication systems, you also must include an auditing feature to monitor who does what on your computer system. You might need to monitor and log everything from login attempts to file access — not to micromanage or spy on users but to facilitate an audit trail so that, if necessary, an administrator can determine how the system is being used (or abused).

For a user-identifiable audit trail to work, each user must have a unique identifier — one user name and password that links only to them. No group accounts or shared identifiers are allowed. For this reason, the individual user must keep his or her account information secret. The unique identifier is an intrinsic part of how an audit trail works.

	Audits work only if users keep their authentication information secret. Sharing passwords or user accounts destroys the ability of an auditing system to maintain user accountability.


With a proper logging system in place, an administrator can recreate the actions of a hacker who gains access to your computer system. For example, depending on the attack technique, the logs could show an attacker repeatedly entering wrong username/password combinations in an attempt to guess the correct account information. If an attacker gained unauthorized access, the audit trail could provide a sequential listing of the files and folders the hacker accessed. If the hacker changed any files, an audit trail could provide a list of these files, which would have to be replaced with a valid copy from backup. 

Entity Authentication
As previously discussed, authentication controls are required to control user access and to provide user accountability for all activity that occurs on a computer system. To ensure that entity authentication is a reliable method of meeting these goals, implement these prerequisites:

· Each user must have a unique user identifier for the purpose of auditing and user accountability. 

· Each user must have a strong password. A strong password is a string of  seven or more characters (letters, numbers, or symbols) that cannot be guessed easily and are not a dictionary word. Weak passwords are birthdays, names, places, events, or any other word/character combination that people use in everyday life. 

A strong password will contain a combination of upper and lower case letters, numbers, and at least one symbol character. The following list contains examples of strong passwords. Note that you can read each password as a phrase to make it memorable, but each contains numerous odd characters to make it a strong password.

Art*1s*Fun (Art*is*Fun)
1L0veD@cs (I Love Docs)
sK11ng&sl0pes (skiing & slopes)

· If at all possible, passwords should be global; one password should grant a user access to every application, file, folder, and service he or she needs to use on a network. This eliminates the need for remembering numerous passwords. Forcing too many passwords often encourages users to write them down in obvious places, thus defeating the whole point of entity authentication. 

· Passwords should have a limited lifespan. In addition, you should implement a password control policy to restrict reuse and minimal changes (e.g., sequentially increasing a number at the end of the password each time it is changed). A typical lifespan is 60 to 90 days. Some passwords systems require the user to carry a device that dynamically recreates a password every five to 10 minutes, reducing the chance that a password will be easily guessed or captured and then abused. 

· You should require a multifactor authentication system for any application/service that is accessed via an insecure route, such as the Internet. Using a second identifier such as biometrics or a personal identification number in conjunction with a password provides an extra layer of authentication. 

Event Reporting
Use event reporting in conjunction with auditing and logging systems to provide feedback to administrators, managers, and end users about computer activity. Event reporting not only reveals unauthorized access attempts but also ensures that users and managers can review their own activity, or the activity of those staff members for whom they are responsible. This provides a human layer of monitoring to detect suspicious activity that is not necessarily in violation of a system policy. For example, a user who shows activity on a week he or she was on vacation warrants further investigation, and the only way to detect such activity is through event reporting and monitoring. Since by default the user’s activity is not against system policy, it normally would not trigger any system alarms. 

Wireless Networks
Wireless networks have become a popular way to provide physicians and other health care providers with the ability to stay connected to computer systems and their resources with out the need to maintain a wired connection. All sorts of industries are implementing this technology, not just health care. Unfortunately, little attention is paid to the security of wireless networks and the potential risks they create. This section will examine the risks of wireless networks as they apply to the technical security mechanisms that HIPAA requires. 

When data is transmitted over a wirelesses connection, anyone in range with a wireless device can capture it. In other words, you should assume that all traffic passed over a wireless network is available to the general public.

As previously stated, two security mechanisms are required on a secure network: integrity controls and message authentication. Unfortunately, a default wireless network does not meet either of these requirements. While some integrity controls and message authentication schemes are built into wireless networks, they require the use of encryption to become effective — and many wireless networks use a weak form of encryption that has been proven to be insecure. As a result, neither data integrity nor message authentication can be established using default equipment and configurations. At the time of this writing, most physicians using wireless networks for patient care are in active violation of HIPAA regulations. 
	A lack of wireless security is a consistent problem in the majority of medical organizations. Despite repeated warnings and demonstrations, unprotected wireless networks are used to transmit sensitive data at medical facilities. Most physicians using wireless networks for patient care are in active violation of HIPAA regulations.


In addition to integrity controls and message authentication, one of the following must be implemented for adequate security: network access control or data encryption. Unfortunately, a default wireless network does not include either of these features. While it is possible to establish a simple form of access control via the use of a pre-shared password, which also can be used to encrypt the wireless traffic, it has been proven that the encryption scheme many wireless network devices use is easy to crack due to an inherent flaw in its implementation. 

Currently, certain wireless equipment vendors have implemented some measures of protection to correct the problems that have plagued wireless networks. However, even these measures are not enough to secure a wireless network to the point where it can be considered a closed or secure system. As a result, you must treat a wireless network as an open network, which means it must contain all of the following security mechanisms: alarms, audit trails, entity authentication, event reporting, and third-party encryption. The following list outlines how each of these should be used in a wireless network.

· Alarms. A digital firewall must separate a wireless network from the closed network. The firewall must be able to control access based on entity authentication. In addition, the firewall (or other device) must include alarm features. 

· Audit trail. In addition to a firewall and alarm system, you should maintain a complete log of all wireless activity to provide administrators with a means to perform security audits. 

· Entity authentication. Every wireless user must provide unique identification information before being allowed to connect from a wireless network to an internal network. This provides not only a layer of protection from unauthorized access but also a means of irrefutably identifying authorized users and their activities. 

· Event reporting. Your practice should monitor wireless devices and traffic continuously to ensure they are operating properly, especially given that they are extremely vulnerable to numerous types of attacks that focus on functionality. For example, it is possible for an attacker to use a high-powered wireless device to completely overpower an existing wireless device, thus rendering it useless. If an access point detects a significant drop in users, or the existence of a competing access point, it should send an event alert to the administrator. 

· Third-party encryption. Although it is possible to rely on a wireless device’s encryption scheme to secure the network traffic, it is not recommended because of the weakness described above. To compensate, you should use additional encryption to secure your network, typically a virtual private network (VPN), which tunnels the wireless traffic into an encrypted tunnel inside the wireless network. In other words, a VPN wireless user will encrypt the traffic twice. This way, if the encryption provided by the wireless devices is weak, another layer of encryption is in place to protect the data from attackers. 

Wireless networks offer a convenience that is difficult to ignore. For example, through the use of a wireless network, physicians in several exam rooms can connect to a patient’s history in real time. In additions, physicians can update or alter records on the fly with progress notes, EKGs, and even CT scan images. This can eliminate bulky paper charts and help prevent transcription errors. However, before you can realize the benefits of wireless communication, you must implement extensive security mechanisms to ensure that the traffic passed over the network is not compromised. 

Electronic (Digital) Signatures



Note: The HIPAA final rule does not outline a specific electronic signature standard. However, since this is forthcoming in a separate regulation, you should start now integrating electronic signatures into your security policy.

Digital signatures are attributes assigned to a document or data that tie it to a specific entity. A digital signature provides a method of verifying the signer by creating a cryptographic representation of a signature based on a set of rules and parameters.

The key feature that a digital signature provides is “nonrepudiation,” a necessary component of a secure computer system because it ensures that data really is from the designated sender. Nonrepudiation provides a form of accountability, since only one person can provide the necessary information to create the signature. For example, if someone buys a book on Amazon.com, he or she might try later to deny the purchase to avoid paying the credit card bill when it comes. However, if this person bought the book using a digital signature, it would be nearly impossible to deny making the purchase. This is nonrepudiation.  

	Digital signatures are used primarily to provide nonrepudiation, which gives a measure of accountability holding a signer responsible for his or her actions.


Encryption and various forms of authentication can validate secure network transmissions to ensure that data has not been compromised, but these checks do not support nonrepudiation. As a result, the only method available (other than third party tools) to verify that data is from the stated sender is use of digital signatures.

Other key features of digital signatures are message integrity and user authentication. Message integrity ensures that the message remains unaltered as it is passed from sender to recipient, and user authentication provides assurance of the claimed identity of the receiver/sender.

In addition to these three features — all of which are necessary to ensure security —several optional features of a digital signature system are available as follows:

· Additional attributes. The basic digital signature includes only an entity’s identifier. Add-on attributes can provide an enhanced signature that defines date, time, location, and more. 

· Continuity of signature. When a sender creates a digital signature, he or she uses a private key known only to that sender. However, a matching public key is available to the receiver that validates the digital signature. The keys are not the same, but they do work together to create a secure signature. Continuity of signature simply means that the validation of a digital signature should not compromise the ability of the sender to use the signature again. In a private/public key system, continuity of signature is not a problem because the private key is kept secure. 

· Countersignatures. The ability to provide a sequential listing of digital signatures may be required if the document must pass through more than one party. For example, if a document requires a signature and a witness’ signature, the system would need to allow two digital signatures and determine which was applied first. 

· Independent verifiability. In some cases, a document will need to be validated without the cooperation of the signer. For example, if a document signed with a digital signature is presented as evidence in a legal case, the signer may not want to assist the prosecutor by providing his or her private key. If a signature is independently verifiable, the private key may be part of a system outside the control of the signer. In other words, the signer cannot delete his or her private key. 

· Interoperability. Not all applications use the same digital signature system, or even the same document creation/transmission system. As a result, if two organizations need to share documents securely, they will need to agree on interoperability standards that allow the sharing of digitally signed documents. 

· Multiple signatures. Documents often require the application of more than one signature. For example, an Internet use policy document may need the signature of several department managers. To provide nonrepudiation, the system should allow each manager to digitally sign the Internet use policy to affirm each has read and understood its requirements. 

· Transportability of data. This refers to the ability of a signed document to be moved from one network to another without affecting the document’s integrity, content, signatures, signature attributes, or document attributes. 

You can see an example of digital signatures in action right now. Open your Internet browser (such as Netscape Navigator or Microsoft Internet Explorer). When you browse to a secure Web site, you will see a little yellow lock in the “closed” position in the bottom of your browser window. Whenever you enter a secure Web site, the data is sent to your computer in an encrypted format. To validate the sender, you can double click on the little yellow lock to view information about the sender’s digital signature (in this case called a “certificate”).

Impact Analysis and Collection-of-Information Requirements
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Impact Analysis
We have finished our analysis of HIPAA security requirements, but now must ask: How much will all this cost? Fortunately, most physicians and other providers, health plans, and clearinghouses that transmit or store data electronically already have implemented some security measures and simply will need to assess existing security, identify areas of risk, and implement additional measures. In addition, some security solutions are almost cost-free to implement (e.g., reminding employees not to post passwords on their monitors). 

There is no limit to how much you can spend on security hardware, software and consultants, however. What you spend meeting security requirements depends on your particular practice needs. This course provides you with a basic understanding of information security so that you can speak to vendors with poise and confidence. 

Collection-of-Information Requirements
HIPAA mandates that each health care entity document the development, implementation, and maintenance of appropriate security measures that include, at a minimum, the features we have described in this course. In addition, entities must document that they periodically have reviewed, validated, updated these measures to keep them current. 

Although at this time the HIPAA electronic signature amendment is pending, if you elect to use electronic signatures in transactions, you should consider the guidelines outlined above. Your best bet is to maintain good information security practices as outlined in this course, including policy creation, logging, and auditing.

Words of Advice



Many security software and hardware vendors are looking to prey upon physicians and other health care providers to take advantage of the HIPAA “gold rush.” Doctors are vulnerable, since they often are at the mercy of network administrators and outside sales representatives. Fortunately, by diligently studying this course, you will be better equipped as an informed consumer. 

For smaller entities such as solo or group practices, the HIPAA security rule is going to cause more than a little pain. As a security officer in a small practice, you most likely do not have the money to pay for expensive outside consultants, security hardware, and advanced software; instead you must spend time learning to configure information security for yourself. However, this is the reason you got into solo or small group practice in the first place: to enjoy the satisfaction of autonomy and independence, even at the cost of extra time and frustration. Fortunately, HIPAA recognizes this and has granted small health care entities an additional year in which to become compliant. In addition, HIPAA regulations are designed to be scalable.

For larger entities such as physician provider networks and hospitals, be prepared to spend money. You have a lot more eggs, sitting in a lot more baskets, so you are going to have to build bigger and better walls to protect those eggs. For large entities, outside audits are a must. No matter how good your information technology department tells you it is (and it may well be that good), the fact remains that nearly 100 percent of health care organizations can be penetrated by hackers. Before wasting hundreds of thousands of dollars in expensive security hardware and software, invest in an external audit.

HIPAA Security: You Can Run, But You Can't Hide

Additional Resources



The U.S. Department of Health and Human Services is an authoritative source of free, online information on HIPAA. www.cms.hhs.gov/hipaa
InformIT Security Reference Guide is a free, online guide to help you implement information security policies and best practices. It is published online by Pearson Education and updated weekly by Cyrus Peikari and Seth Fogie. www.informIT.com (Select “Security” from the topic bar at right.)

Windows Internet Security: Protecting Your Critical Data by Seth Fogie and Cyrus Peikari is complete yet gentle guide to mastering information security, written for beginners. It is available at most public libraries. Prentice Hall, 2001. ISBN: 0130428310. 

Self-Assessment



1. The penalty for a knowing misuse of unique health identifiers and individually identifiable health information is fixed at: 

A. A fine of not more than $50,000 and/or imprisonment of not more  than one year
B. A fine of not more than $100,000 and/or imprisonment of not more than five years
C. A fine of not more than $250,000 and/or imprisonment of not more than 10 years
D. Any one of the above depending on the violator’s intent

2. HIPAA standards are not scalable and need to be applied equally for all medical organizations. 

A. True
B. False

3. Certifications provide: 

A. A guarantee that an organization is 100 percent secure from hackers
B. Nothing; they are a waste of time and money because there is no standard
C. Accountability; security reference guides; and an outline of the policies,  guidelines, and standards used to secure a network
D. Protection from civil lawsuits

4. Web-based e-mail (such as Hotmail) is: 

A. A secure means for e-mailing information, including medical records
B. Not secure by default but secure enough to send confidential e-mail if the Web mail provider offers encryption
C. Generally not to be trusted with confidential information because there is no written chain of trust partner agreement between the e-mail provider and your medical organization

5. The testing of policies/guidelines/procedures: 

A. Is of marginal value due to the amount of time it consumes and should be performed only if a problem is suspected
B. Is only useful to help computer support staff learn a new product
C. Is a key ingredient to keeping a computer system free from glitches due to software/hardware incompatibilities
D. Is to be performed by end users when a system is put online for the first time

6. The primary purpose of a digital signature is: 

A. To provide a means of nonrepudiation
B. To provide a method to conceal data
C. To provide a means to bypass security controls
D. To encrypt data on wireless networks

7. If an end user suspects an attack on her computer, she should: 

A. Immediately turn off all the computers in the office and then contact her manager or the person(s) responsible for the computer system
B. Discreetly call the network administrator or office manager to report her suspicions
C. Attempt to determine if she is under attack by reviewing log files  and checking all of her software for tampering
D. Jump up and verbally alert all those in the area that an attack may be underway and then warn administrators

8. Audits are: 

A. Useless because there is no way to predict when a hacker will attack
B. Valuable to administrators as a proactive tool to prevent an otherwise disastrous security incident
C. Software tools to help administrators protect a network, such as antivirus scanners
D. Helpful reactive tools that allow an administrator to detect incidents as they happen and to provide a log of an attack in the event a     system is compromised
E. Both B and D

9. Mandatory access control is: 

A. A standardized control method of categorizing resources and users based on a predetermined set of criteria, overseen by an authority figure
B. A random control method based on a decision made by an individual user who is typically not the manager
C. A punitive measure implemented by the network administrator
D. None of the above

10. Discretionary access control is: 

A. A sentence handed down by a network administrator
B. A subjective control method, based on a decision made by an individual user who is typically not the manager
C. A random control method of categorizing resources and users
D. None of the above

11. As described in this course, role-based access control is often associated with: 

A. Document creation programs
B. Physical access controls
C. Database access
D. Web filters

12. The purpose of data authentication is: 

A. To verify that information has not been tampered with or altered without proper authentication/authorization
B. To ensure that e-mail arrives where it is supposed to arrive
C. To track file usage across a network
D. To prevent a file from leaving a building via unauthorized means

13. Backup media should: 

A. Be stored near the primary media to facilitate a quick restoration in case of primary data loss
B. Be taken home by the IT manager at the end of each workday
C. Be stored in a heatproof/fireproof safe or preferably a secure offsite location

14. According to HIPAA, what are the two required features of entity authentication? 

A. Automatic logoff and unique user identification
B. Biometric identification system and unique user identification
C. Password system and automatic logoff
D. Token system and biometric identification system

15. When using a chat program, it is important to: 

A. Protect your anonymity by disguising your true age and gender
B. Send text smiles every few minutes to make it look like you are paying attention
C. Avoid discussing sensitive or confidential information
D. Maintain confidentiality by using a handle or screen name such as “Trish19” 

16. As described in this course, CIA stands for: 

A. Central Intelligence Agency
B. Confidentiality, integrity, availability
C. Confidentiality, intelligence, accessibility
D. Considerate, integrity, accessibility

17. To properly dispose of physical media, an organization must: 

A. Take the media to a recycling plant to help protect the environment
B. Completely destroy the media to prevent data recovery by external persons
C. Label the disposed media with a “biohazard” sticker
D. Dispose of the media in a metallic dumpster

18. Most default wireless networks in use by doctors today are: 

A. An automatic HIPAA violation due to severe security flaws
B. Secure because their encryption is unbreakable
C. Safe as long as they keep the windows closed to prevent the signal from difting outside

	1. D
	2. B
	3. C
	4. C
	5. C
	6. A
	7. B
	8. E
	9. A

	10. B
	11. C
	12. A
	13. C
	14. A
	15. C
	16. B
	17. B
	18. A




ACTION PLAN
The following action plan is a checklist to help you organize your HIPAA security compliance strategy.  You should take the time to review this checklist, preferably in consultation with your security officer, practice manager, and key staff members.  By taking the time to study this checklist in advance, you can hopefully save time and money when you implement your plan.
	Activity
	Assigned To
	Due 

Date
	Date

Complete
	Notes

	 Must comply by April 21, 2005

	Designate a security officer
	
	
	
	

	Perform Risk Assessment to determine valuable information assets

	
	
	
	

	Obtain initial security audit
	
	
	
	

	Develop policies to mitigate risks including:


	
	
	
	

	a. Contingency Plans


	
	
	
	

	 b. Personnel Security Policies


	
	
	
	

	c.  Physical Security Policies
	
	
	
	

	d.  Audit Policies


	
	
	
	

	e.  Media Control Policies


	
	
	
	

	f. Workstation Use/Location Policies


	
	
	
	

	g. Authorization Control Polices


	
	
	
	

	h. Data and Entity Authentication policies
	
	
	
	

	i. Security Incident Policies


	
	
	
	

	j.  Record Processing Policies


	
	
	
	

	k.  Network Control Policies
	
	
	
	

	Determine chain of responsibility and contact points


	
	
	
	

	Determine Chains of Trust


	
	
	
	

	Create repercussions guideline for violations of implemented policies


	
	
	
	

	Develop guidelines and standards to implement required policies


	
	
	
	

	Purchase necessary equipment/software to meet policy requirements


	
	
	
	

	Develop procedures to implement the standards


	
	
	
	

	Obtain post-audit of security and correct deficiencies

	
	
	
	

	Obtain HIPAA Security Certification from an outside authority

	
	
	
	

	Train employees on procedures and guidelines
	
	
	
	

	Perform regular re-assessment of security policies.


	
	
	Ongoing
	Ongoing


